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Has your organization experienced any security incidents related to public cloud usage in the last 12 months?

Not sure

YES

NO

®m
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If your organization experienced any security incidents related to public cloud usage in the last 12 months,
what type of incident occured?

Configuration
and management

Phishing and
social media

Misuse of
cloud services

ﬂ Service
@ disruption
Data security @
breaches .
API security
issues
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How concerned are you with the volume of cloud security risks that require mitigation?

VERY CONCERNED o
We need to chase
them daily o
of organizations are
concerned about
MODERATELY
CONCERNED the volume of cloud

We are working security risks

hard to mitigate risks

NOT CONCERNED
We mitigate risks 4%
easily and quickly
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Which of the following barriers inhibit your organization from adequately defending against cyberthreats?

Lack of security awareness o
among employees 41 /)

Rapid technological

changes 38%
Lack of skilled
o p%r:o:meel 37%
P int ti d
7! interoperability 36%

Regulatory and
compliance challenges 3

Inability to prioritize o
vulnerabilities 34/0

Overwelming data o
volume to analyze 33 /O

Lack of collaboration/ 317
organizational silos (o)

| m
5

Insufficient
" budget 30%
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Is your organization currently facing a shortage of cybersecurity talent?
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How does Al adoption rank among your organization’s cybersecurity priorities?

EX¢

Top priority

91%

believe Al adoption
is a priority for
their organization

High priority

Medium priority

o . .
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How concerned are you about unknown risks and zero-day attacks such as Log4j / Log4Shell?

36%

VERY CONCERNED

We don’t believe that our
security measures will be
able to handle these attacks

23%

MODERATELY
CONCERNED

We have the right
security measures

)

in place
o
9%
NOT CONCERNED
We have strong security
capabilities in place that have
prevented previous attacks
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What are your top cloud security priorities?

47%
Threat detection and response

il 46%

User education and awareness

il 43%

End-to-end visibility and monitoring

il 42%

Cloud governance and risk management

il 1%

Data security and privacy

@il 37%

Compliance and regulatory adherence

il 35%

Identity and access management

@il 33%

Infrastructure and resource management

32%

Application security

@il 31%

Cloud migration and integration

29%
Security automation and orchestration

@il 26%

Disaster recovery and business continuity

@il 21%

Prevention
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How many security alerts does your security team receive on an average day?

%
73 O of security teams receive 10 or more alerts per day

G 9% 16% 24% 16%

Fewer than 10 alerts 10-20 alerts 21-40 alerts 41-50 alerts More than 50 alerts

THETE 8%

How long does it typically take your team to resolve a security issue?

Lessf?j:; 1 5%

K/
- < 2%% @@

\)v/%’(ieehsl 7% 1-4 days
(o)
20+ dzac;/? 67 ©
]3% take between
5-9 days 1 and 19 days
12% to resolve a
10-14 days security issue
+16%

15-19 days FHEE 9%
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What are your organization’s primary measures and controls to manage your entire cloud infrastructure?

370/0 Web Application
Network security Firewalls (WAF)

segmentation

I-. B
H @ 34%
400/[] Threat intelligence
. and response
denticy and Acces "

@ Cloud Native Application

Protection Platform
(CNAPP)

"29%

Cloud Infrastructure
260/ 28[]/ Entitlement Management (CIEM)
Cloud Security Posture 270/[] Cl/CD pipeline & software
Management (CSPM) supply chain security

49%

Firewalls

Zero Trust
architecture

FAE S | Kubernetes 27 £:RESYETE (KSPM) 26% | Eii TFE# R 5 (CWPP) 25% | Uz filyjfid i (CDR) 12%
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How many separate security solutions are required to configure the policies securing your enterprise's
entire cloud footprint?

have to access 4 or more dashboards to
configure their enterprise’s cloud policies

== %
S 1 837

1-3 4-6 7-10 10+

Security solutions to configure policies
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What cloud integration challenges do you face?

P Cloud governance, security,
. 54% Q and compliance
Integrating cloud services

o,
49 A) {:Cg: with legacy systems
|

o ?  Cloud architecture
45 A) challenges in integration

o, \ Data governance in

4] A .@ cloud integration

40% Network latency in
®

hybrid cloud environments
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What cloud laa$S provider(s) do you currently use or plan to use in the future?

B e B5%
aws 53%

3 Google Cloud Platform 47%
./ IBMCloud 30%
e 2%

(.”?rackspace@ 24%

the open cloud company

(-] AlibabaCloud 20%
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What is your organization’s current stage of CNAPP (Cloud Native Application Protection Platform) adoption?

Fully implemented
and operational

Partially
implemented

Considering
adoption

28%

@ Unfamiliar

-\@-@ @ Not interested
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CAREER LEVEL

10% 7% 6% 11%

M Specialist I Manager/Supervisor M Director B CTO, CIO, CISCO, CMO, CFO, COO M Owner/CEO/President M Consultant
Other

DEPARTMENT

11% 4% 9%

B IT Operations M IT Security M DevOps M Engineering [ Operations Other

COMPANY SIZE

1% 2%, 6%

M Fewerthan 10 10-99 M100-499 W500-999 M1,000-4,999 MW5,000-9,999  MWOver 10,000

INDUSTRY

20% 16% 12% 8% 6% 5% 23%

M Financial Services M Technology, Software & Internet [l Government [l Professional Services [ Telecommunications
M Education & Research Manufacturing B Computer & Electronics Other
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